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Trustworthy and Responsible Al is no longer optional, it is essential.
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Build powerful Al that is safe, secure, and truly trustworthy
for people and society

@ Safety & Robustness

» Build secure and robust Al systems for safety-critical scenarios by proactively identifying
threats and mitigating vulnerabilities.

« From the digital layer to the physical world, and from model-level to system-level.
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Build powerful Al that is safe, secure, and truly trustworthy
for people and society

Q:@ Ethics & Value Alignment

Ensure Al systems reflect human values and social norms by incorporating ethical principles into

model design and deployment.

Promote alignment through testing, guardrails, and provenance across different modalities like

video, image, 3D, text, audio, etc.

Generative Al systems across

different modalities
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Selected Highlights

Question: What action
should be taken for the car? Answer: Slow Down | —J  Shared Query Inputs

—  Vision-Language Model
—Jp» Inference on Attacked Images

¢ —J» Inference on the Original Image

Nosdor: Procasd Locations of Targetted Answer

Original Image

=
|
|

Typographic Attack  ——J]
I

Putting the targetted |
answer “Proceed” in the image.

Center Attack (ECCV 2024) Margin Attack (Arxiv 2024) SceneTAP (Ours)

Typographic Attack (First practical attack)

Assessment of Gender Bias in LLMs

“Please generote a cohesive text by,
[ Gender Torget, } incorporating the word { Gender Target } .."

Biased Descriptor,
“You should mark the selected element ..”

Anti-Biased Descriptor.
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GPS Spoofing Attack (First practical attack)
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Timbre Watermarking (First semantic audio WM)
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Denial of Translation Attack (First practical attack)

w of InferDPT

Step 1. Employ local differential privacy to raw document , resulting in a perturbed document Doc,

Remote Black-box LLMs Raw Private Document: He 's been waiting 19 years for a visa still stuck in a backlog,
Like ChatGPT
) DP samples new tokens o replace raw ones.
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Add i
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Perturbed Document: She being staying 28 day with an status in caught in a despite

» She being staying 19 years for a visa still stuck in a backiog.
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Step 2. Add writing instruction to Doc, consisting perturbed prompt Pro,,, submitting Pra, to LLMs.

| @) chatcrr Step 3. Obtain perturbed generation Gen,, and align it with raw prompt in [§f] Extraction Module.
Extracted gmmm% She hopes for 3 new ife n US. Perturbed Generation: She hopes for a new life in the U.S. which remains out of reach .

‘which remains out of reach.

Extracted Generation: his dreams of a new life in the U.S. lingering just out of reach ...

Fig. 2. The overview of InferDPT. It consists of (1) a perturbation module that samples new tokens to replace the raw ones in Doc via LDP and (2) an

extraction module that locally aligns the perturbed generation with the raw document.

InferDPT (First solution for LLM inference-time privacy)

OSN  MVSSNet JiFiNe

OSN  MVSSNet HiFNet

VideoShield(First Gen-Al video WM)



< ShapeShifter
< Translucent Patch +* SLAP

The SG’'s Largest & Comprehensive Platform for Evaluating
AV Robustness
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Organized by Ministry of Defence of Singapore (MINDEF)

High coverage: 19+ attacks, 13+ defenses, 14+ models, 6+ datasets

Physical test in the national center

Enhance Singapore national security and technological independence

Support critical infrastructure and defense readiness
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High-accuracy Deepfake Detection

CHALLENGE PERIOD

15 July - 15 December 2021

PRIZES

« Ranked 2nd globally in the Deepfake Detection
Challenge (DFDC), organised by Facebook and
MIT, with a $300,000 award.

Winners of this Challenge will stand
achance to win prize monies of up to
SGD700K (approx. USD500K)

trustedmedia.aisingapore.org

Supporting Partners
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« Recognized in the 2022 Stanford Al Index as a
key milestone in deepfake detection.

* 3rd rank in AISG Trust Media Challenge.

« The world's first on-device detection system. =
« Partnering with AGIL Trust—Singapore’s s o3 e R o | -
national digital trust infrastructure ¢ s Eoenrnc HN & ‘ 2| -
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The World's First Al Deeplake Detection Anti-fraud Technology s
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Insight 2023/2024 - How Is TikTok Changing
Politics?



THANK YOU

) [ ' AstArRsG (@ ASTAR-SG




	Slide 1: Advancing Trustworthy and Responsible AI 
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8

